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Operation Cartograph: Flax Typhoon’s ArcGIS
Exploitation Campaign

Context

Recent intelligence links a sustained espionage campaign, tracked as Flax Typhoon, to the exploi-
tation of trusted geo-mapping platforms such as ArcGIS. The operators, Chinese-speaking and
state-aligned, weaponised legitimate mapping components to gain and maintain covert, long-term
access within enterprise networks. Initial compromise was achieved through targeted phishing
lures containing PowerShell and VBScript loaders that retrieved a trojanised mapping “update”
disguised as a legitimate patch. Once installed, the implant persisted via scheduled tasks and regis-
try entries while encrypting its traffic to mimic normal mapping telemetry, effectively concealing
command-and-control activity. It analysed local geo-data to understand internal topology and pri-
oritise lateral movement while deliberately avoiding geofenced sensors and automated scans.

Given ArcGlIS’s widespread use across government, utilities, and enterprise GIS environments, it is
likely that some organisations have been unknowingly exploited. Notably, many such entities rely
on “advanced” security tools from leading Gartner-rated vendors, yet this campaign highlights a
growing reality: sophisticated adversaries continue to evade even well-funded, technology-centric
defences. It underscores that resilience depends not only on tooling, but on proactive threat
intelligence integration and continuous validation of detection coverage.

Mitigation

Organisations should prioritise practical containment actions that disrupt command channels and
remove embedded persistence.

Control Outbound Traffic and Validate Update Sources — Block or
restrict outbound traffic to unknown domains, allow only verified
update sources (e.g. official ArcGIS and OS repositories), and moni-
tor DNS or proxy logs for unusual requests to disrupt C2 communica-
tion and payload retrieval.

Hunt for Rogue Persistence — Conduct periodic targeted threat
hunting to identify unauthorised scheduled tasks or registry Run-key
entries, remove anomalies masquerading as mapping updates or
temporary binaries, and collect related files for forensic review.
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Technical Details

1. Initial Access

The campaign began with spear-phishing emails delivering weaponised
Office documents containing embedded PowerShell or VBScript stagers.
When executed, these scripts downloaded a trojanised mapping compo-
nent—commonly named geo-component.exe — from attacker infrastruc-
ture. The payload masqueraded as a legitimate ArcGIS or mapping update,
allowing seamless execution within trusted workflows.

2. Installation and Persistence

Once installed, the malware embedded itself through scheduled tasks, Run-
key registry entries, and service-style registrations. These mechanisms en-
sured the implant survived reboots and appeared as routine mapping or
update services. The component also wrote encrypted configuration data
to disk, enabling re-initialisation after restart.

3. Command and Control (C2)

Outbound traffic was encrypted and designed to imitate normal ArcGIS te-
lemetry and update requests. This blending with legitimate network traffic
enabled covert command-and-control communication, modular payload
delivery, and command execution while bypassing signature-based moni-
toring.

4. Discovery and Lateral Movement

The trojanised component dynamically loaded modules that performed in-
memory reconnaissance. It leveraged local GIS metadata to map internal
topologies, prioritise high-value hosts, and direct lateral movement with
minimal network noise. These discovery routines deliberately avoided
geofenced sensors and broad scanning behaviour.

5. Capabilities and Objectives

The malware supported remote command execution, credential harvest-
ing, and data exfiltration through its C2 channel. Operators used digital-
certificate impersonation and binary mimicry to disguise activity, maintain-
ing stealth even in environments using advanced security tools. The overall
objective was sustained intelligence collection and long-term network per-
sistence rather than financial gain.
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Tactics, Techniques and Procedures

The following TTPs have are observed in the campaign:

Tactic Technique MITRE ID Details

Targeted emails delivered weaponised Office
Spear-phishing (malicious T1566.001 documents containing PowerShell/VBScript
attachments) ’ stagers that downloaded trojanised mapping
components disguised as updates.
Office processes executed PowerShell/
Script execution (PowerShell/  T1059.001/  VBScript chains (Invoke-WebRequest > Start-
VBScript) T1059.005  Process) to fetch and launch trojanised ArcGIS
modules.
Created Run-key entries and scheduled tasks
that mimicked mapping update services to
maintain persistence after reboot.
Trojanised components used legitimate ArcGIS
T1036/T1027 names, certificates, and AES-encrypted pay-
loads to evade static detection.

Leveraged local GIS/topology data to identify

Initial Access

Execution

Pe. Registry Run Keys / Scheduled 11547/

Tasks T1053.005
Defense Evasion Masquerading / Encrypted
payloads

Network discovery using geo-

Discovery X T1046 high-value hosts and avoid geofenced sensors
mapping metadata )
or redundant scanning.
Remote pProcess execution / Conducted targeted lateral movement via in-
Lateral Movement P T1021/T1055 memory module loads or remote execution on

reflective loading prioritised systems.

Extracted credentials from LSASS memory and
Credential Access Credential dumping T1003.001  cached stores to escalate privileges and ex-

pand access.

Used HTTPS beaconing with randomised jitter

Encrypted web protocols / low- and URIs mimicking legitimate ArcGIS teleme-

Command & Control frequency beaconing T1071.001 try to communicate with attacker infrastruc-
ture.
Exfiltrated configuration data, screenshots, and
Exfiltration Exfiltration over C2 channel T1041 telemetry through the same encrypted C2
channel.

Strategic Recommendations

Lock down update channels and DNS egress

o Why: Blocks payload retrieval and C2 fallback paths the adversary relies on.

. Actions: Restrict outbound DNS/HTTP(S) to an allow-list of verified vendor
update domains; enforce proxy for all outbound HTTP/S; enable DNS log-
ging and alert on requests to newly registered or low-reputation domains.

Harden scripting and application controls — prevents common loader chains

o Why: Office@PowerShell/VBScript chains are the primary delivery mecha-
nism.

. Actions: Enforce PowerShell Constrained Language Mode where feasible,

disable macros from internet-sourced documents, tighten AppLocker/allow-
list policies for critical hosts and mapping servers.
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Cyber Threat Intelligence

Flax Typhoon is a disciplined, China-aligned espionage actor that has weaponised
trusted GIS platforms to establish long-term covert access. The campaign demon-
strates tradecraft designed to blend malicious activity into legitimate mapping work-
flows, prioritising stealth, persistence and targeted intelligence collection over dis-
ruptive or financially motivated outcomes.

Motivation

The adversary’s behaviour is consistent with strategic intelligence collection: long-
dwell access to map internal topology, harvest credentials and exfiltrate sensitive
telemetry and configuration data. The interest in GIS tooling suggests objectives tied
to infrastructure mapping, situational awareness, and downstream targeting of op-
erational systems where geographic context is valuable.

Target Profile

Primary targets are organisations with operational dependence on geo-mapping:
municipal governments, utilities, transportation authorities, surveying and engineer-
ing firms, and enterprises that host ArcGIS or equivalent GIS servers. Secondary tar-
gets include peripheral systems that hold telemetry, credentials or backup images
for GIS platforms (admin consoles, backup servers, credential stores).

Operational Flexibility

Flax Typhoon displays high operational flexibility: it leverages commodity vectors
(spear-phishing + scripting) to deliver bespoke implants that masquerade as legiti-
mate updates, uses encrypted C2 shaped like mapping telemetry, and adapts discov-
ery logic using local GIS metadata. This blend of simple delivery with custom, con-
text-aware post-exploitation lets the group operate with low network noise and
high selectivity, making detection by rule-based controls difficult without contextual
telemetry.

Strategic Implication

The campaign underscores a wider strategic risk: trusted third-party software can
provide reliable attack surfaces for long-term espionage, and heavy investment in
vendor-rated security tooling alone is insufficient. Organisations must couple preven-
tative controls with intelligence-led detection, targeted threat hunting and strict
supply-chain hygiene for GIS ecosystems. For critical infrastructure and municipal
operators, the advisory elevates the need for segmentation, vendor assurance, and
proactive validation of update channels to reduce exposure and shorten attacker
dwell time.
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Indicators of Compromise (I0Cs):

Type Values

212.11.64[.]225, 130.185.118[.]247,212.192.15[.]213, 52.172.31[.]130, 149.62.46[.]132,
196.251.85[.]31, 162.248.53|.]119, 103.30.76[.]206, 206.237.1[.]201, 141.164.35[.]153,

IP addresses 107.174.81[.]24, 208.76.55[.]39, 52.185.157[.]28, 65.49.235[.]210, 185.143.222[.]215,
185.165.169[.]31, 46.29.161[.]198, 62.234.24[.]138, 64.233.180[.]99, 45.77.119[.]13,
23.227.196[.]204, 184.174.96].]39, 96.9.124][.189, 156.238.224[.]227, 153.92.4].]236,
45.61.137[.]162, 64.95.11[.]95, 142.202.4[.]28, 154.37.221[.]237
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